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Questionnaire Physical Security
Information security for partner companies
Your statements in this questionnaire help us judge your security situation. This questionnaire has 5 sections:
1. General location
2. Building /area
3. Access control
4. Security tasks
5. Fire safety
Please answer to your best knowledge. The raised questions must not be interpreted as mandatory.

1. General Location
	· Company name
	

	· Address of relevant location
	

	· DUNS
	

	· Industry
	

	· Contact person
	

	· Phone
	

	· E-Mail
	


Company is	☐ owner of building	☐ tenant.
	· Location of offices within building
	

	· Office access and access control
	

	· Other tenants in same area or building
	


Location of building / plant / branch within city
	☐ Industrial area
	☐ Residential area
	☐ Mixed-use area
	☐ Other
	

	· [bookmark: _GoBack]Neighboring companies
	




1.1 Dangers in location or surroundings
	· Production sites
(i.e. chemical-, arms industry)
	

	· Energy sector
(i.e. power plants, pipeline)
	

	· Geological Hazards
(i.e. water reservoir, volcano)
	

	· Other
(i.e. airport, military barracks)
	


1.2 Employees
	· Total number
	
	

	· For designated project
	
	

	· Regular working hours from
	
	to
	
	o‘clock

	· During regular workdays office is not occupied from
	
	to
	
	o‘clock


☐ We work in shifts
☐ We work on weekends and during public holidays
1.3 Other
· How is the disposal of	documents, data storage devices, etc., carried out?
	☐ internal
	☐ external

	☐ Shredder
	☐ data protection dump bin
	☐ Others
	


Which secure storage options do you have for sensitive documents, data storage devices etc.?
	☐ Safe
	☐ Steel cabinet
	☐ Other
	

	· Where are the disposal and storage facilities located?
	





2. Building / Premises
2.1 Enclosure
The office area is	☐ completely 	☐ partly		☐ not surrounded by a fence.
	☐ The enclosure will be completed until (date):
	


Enclosure Type
	Closed
	Open
	Other

	☐ Wall
	☐ Mesh wire
	

	☐ Trapezoidal metal sheet
	☐ Double wire mesh fence
	

	☐ Other
	
	☐ Wooden fence
	


Resistance Value of Enclosure
	Fence height in cm
	

	☐ guarded against climbing over
	☐ guarded against digging under
	☐ Fence detection
	☐ Video surveillance


2.2 Gates / Access Ways
	
	
	Access Control

	
	Number
	System
	Control staff
	None

	· People Access
	
	☐	☐	☐
	· Vehicle gates
	
	☐	☐	☐


	Company Traffic Areas
	Office Area

	☐ Employee parking on site
	☐ Test rack locations

	☐ Visitor parking on site
	☐ Development locations

	☐ Development areas off site
	☐ Laboratories

	☐ Test drive area
	

	
	

	
	





3. Access Control
	
	

	Area
	electronic 
(Token, card, Pin)
	Control staff
	Mechanically
(key)
	None

	· Computing center
	☐	☐	☐	☐
	· Data backup archive
	☐	☐	☐	☐
	· IT rooms, server rooms
	☐	☐	☐	☐
	· Test racks
	☐	☐	☐	☐
	· Development areas
	☐	☐	☐	☐
	· Test drive area
	☐	☐	☐	☐

3.1 Access Control Responsibilities
	Area
	Responsible

	· IT area
	

	· Development / Project area
	


3.2 Employee Badge
☐ There are company badges ☐ with	 ☐ without photograph
☐ There are badges for external employees ☐ with	 ☐ without photograph
☐ There are visitor badges
☐ Carrying a badge is mandatory


3.4 Locking System
☐ There is a master key system
Locking groups exist for
	☐ Outside doors
	☐ IT Server rooms
	☐ development areas/ project areas
	


☐ Locking system is VdS[footnoteRef:1]- /EU approved [1:  Verband der Schadenverhütung, one of the world's most renowned and prestigious institutions for corporate security and safety, specialising in fire protection, security and natural disaster prevention - https://vds.de/en/about-vds ] 

☐ A locking plan exists
☐ There is a central key management
	☐ Responsible person for key management:
	

	☐ Key distribution is documented. Type of documentation:
	

	☐ Unused keys are stored. Location:
	


3.5 Burglar Alarm Systems
☐ A burglar alarm system exists. 
Following areas are covered:
☐ IT / server room
☐ Development / project areas
	☐ Others:
	


The surveillance uses following detectors:
	☐ Presence detector
	☐ Magnetic contact
	☐ Door/window contact

	☐ Glass breakage detection
	☐ Photoelectric barrier
	☐ Infrared sensor


Surveillance system is connected to:
	☐ Security company
	☐ Police
	☐ Employee notification

	☐ Others:
	



	· Company name and address which performed security installation:

	


☐ Burglar alarm system was installed according to VdS or. EU standards (DIN VDE 0833-1 and DIN VDE 0833-3 or. EN 50131-1).


4. Security Tasks
	Task
	External staff
	Internal staff
	Permanent
	Temporary
	Not executed

	· Access control
	☐	☐	☐	☐	☐
	· Visitor reception
	☐	☐	☐	☐	☐
	· Key management
	☐	☐	☐	☐	☐
	· Operation of security technology
	☐	☐	☐	☐	☐
	· Watch on patrol outside
	☐	☐	☐	☐	☐
	· Watch on patrol inside
	☐	☐	☐	☐	☐
	· Locking service
	☐	☐	☐	☐	☐
	· Alarm tracking
	☐	☐	☐	☐	☐
	· Fire protection
	☐	☐	☐	☐	☐
	· Video surveillance
	☐	☐	☐	☐	☐


	· Name and address of security company (if applicable):

	



	☐ For the security services exist written handling agreements.

	☐ surveillance protocol exists.

	☐ Surveillance protocol is controlled regularly by (person):
	


5. Fire Safety
☐ A fire safety concept for the site exists.
☐ fire/smoke detectors are installed. Following areas are surveilled:
☐ IT /server rooms
☐ Development / project rooms
	☐ Other:
	


☐ Fire/Smoke detection is connected to alarm system
☐ A fixed fire extinction system is installed. 
☐ Mobile fire extinguishers exist.
☐ A maintenance contract for fire extinguishing technology exists.
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